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What is claimed is: 

CLAIMS 

1 . A machine readable memory encoded with a data structure for enabling a re- 
sponse to an input event in a packet-based premises automation system, the data 
structure comprising: 

a plurality of input identifiers; 

a plurality of input event descriptions associated with the plurality of input 
identifiers, wherein each input identifier has at least one associated event de- 
scription; and 

a plurality of action descriptions, at least one action description associated 
with each input event description. 

2. The memory of claim 1 wherein at least one of the plurality of action descrip- 
tions causes a packet to be sent over a network in response to the input event. 

3. The memory of claim 1 wherein at least one of the plurality of input identifiers 
refers to an internal input. 

4. The memory of claim 1 wherein at least one of the plurality of input identifiers 
is of a format that can designate any of a plurality of distributed inputs. 

5. The memory of claim 2 wherein at least one of the plurality of input identifiers 
is of a format that can designate any of a plurality of distributed inputs. 
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6. The memory of claim 3 wherein at least one of the plurality of input identifiers 
is of a format that can designate any of a plurality of distributed inputs. 

7. A machine readable memory encoded with a data structure for providing a 
virtual input in a premises automation system, the data structure comprising: 

a description of a logical relationship; 

a plurality of entries to which the logical relationship applies, each entry 
producing a Boolean result on which the logical relationship operates to produce 
the virtual input, each entry further comprising: 

at least a first input identifier serving as a first operand; 

at least one operator; and 

at least a second operand; and 
a storage bit which corresponds to the virtual input. 

8. The memory of claim 7 wherein the second operand in at least one of the plu- 
rality of entries is a second input identifier. 

9. The memory of claim 7 wherein the second operand in at least one of the plu- 
rality of entries is a stored value. 

10. The memory of claim 8 wherein the second operand in at least one of the 
plurality of entries is a stored value. 
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1 1 . A method for providing a virtual input in a premises automation system, the 
method comprising: 

producing a plurality of Boolean results, one Boolean result for each of a 
plurality of entries, each entry further comprising at least a first input identifier 
serving as a first operand, at least one operator, and at least a second operand; 

applying a logical relationship to the plurality of Boolean results to produce 
the virtual input; and 

setting a storage bit to correspond the virtual input. 

12. The method of claim 11 wherein the second operand in at least one of the 
plurality of entries is a second input identifier. 

13. The method of claim 1 1 wherein the second operand in at least one of the 
plurality of entries is a stored value. 

14. The method of claim 12 wherein the second operand in at least one of the 
plurality of entries is a stored value. 

1 5. Apparatus for providing a virtual input in a premises automation system, the 
apparatus comprising: 

means for producing a plurality of Boolean results, one Boolean result for 
each of a plurality of entries, each entry further comprising at least a first input 
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identifier serving as a first operand, at least one operator, and at least a second 
operand; 

means for applying a logical relationship to the plurality of Boolean results 
to produce the virtual input; and 

means for setting a storage bit corresponding to the virtual input. 

16. A method of responding to an input event in a packet-based premises 
automation system, the method comprising: 

detecting the input event by reference to a scan table stored in memory 
specifying the event in association with an input identifier; 

performing an action based on a description of the action which is stored in 
the scan table in association with the input event and the input identifier; 

determining if any internal variables need to be updated in conjunction with 
the action performed; and 

updating at least one internal variable if the at least one internal variable 
needs to be updated. 

17. The method of claim 16 wherein the input event is a change at an external 
input and wherein the action comprises the sending of a packet on a network wherein 
the packet is formatted to communicate the occurrence of the event. 

18. The method of claim 16 wherein the input identifier is of a format that can 
designate any of a plurality of distributed inputs. 
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19. The method of claim 17 wherein the input identifier is of a format that can 
designate any of a plurality of distributed inputs. 

20. Apparatus for responding to an input event in a packet-based premises 
automation system, the apparatus comprising: 

means for detecting the input event by reference to a scan table stored in 
memory specifying the event in association with an input identifier; 

means for performing an action based on a description of the action which 
is stored in the scan table in association with the input event and the input iden- 
tifier; and 

means for updating at least one internal variable in conjunction with per- 
forming the action. 

21. The apparatus of claim 20 wherein the means for performing further com- 
prises means for sending a packet on a network, the packet being formatted to com- 
municate the occurrence of the event. 

22. A method of responding to a premises-related event in a premises automa- 
tion system, the method comprising: 

detecting the premises-related event by reference to at least one data 
structure stored in memory specifying the premises-related event in association 
with an input identifier; 
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sending a packet over a network in response to the premises-related event, 
the packet being formatted to communicate the premises-related event; 

if a reply to the packet is expected, a pre-determined time period has 
elapsed, and the reply has not been received, performing a default action speci- 
fied in the at least one data structure. 

23. The method of claim 22 wherein the at least one data structure comprises: 

a first data structure including the input identifier associated with the event, 
wherein the input identifier is of a format that can designate any of a plurality of 
distributed inputs; and 

a second data structure defining the default action. 

24. The method of claim 22 wherein performing the default action further com- 
prises setting an output. 

25. The method of claim 23 wherein performing the default action further com- 
prises setting an output, the output being described by an output identifier of a format 
that can designate any of a plurality of distributed outputs, the output identifier being 
stored in the second data structure in association with the default action. 

26. Apparatus for responding to a premises-related event in a premises auto- 
mation system, the apparatus comprising: 
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means for detecting the premises-related event in association with an input 
identifier; 

means for sending a packet over a network in response to the premises- 
related event, the packet being formatted to communicate the premises-related 
event; 

means for waiting a pre-determined time period during which a reply is ex- 
pected; 

means for performing a default action specified if the reply is not received 
during the pre-determined time period. 

27. The apparatus of claim 26 further comprising: 

a first data structure including the input identifier associated with the prem- 
ises-related event; and 

a second data structure defining the default action. 

28. A method of setting an output in a premises automation system, the 
method comprising: 

receiving a packet over a network, the packet formatted to direct a change 
in a state of the output, the output being interfaced to premises-based appara- 
tus; 

determining, at least in part from the packet, an output identifier corre- 
sponding to the output, as well as the change in the state; and 
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setting the output in accordance with the output identifier and the change in 
the state indicated in the packet in order to communicate with the premises- 
based apparatus. 

29. The method of claim 28 wherein the packet is also formatted to direct a 
change in an internal variable associated with an input, and further comprising up- 
dating the internal variable in accordance with an input identifier in the packet. 

30. The method of claim 28 wherein the output identifier is of a format that can 
designate any of a plurality of distributed outputs in the premises automation system. 

31. The method of claim 29 wherein the output identifier is of a format that can 
designate any of a plurality of distributed outputs and the input identifier is of a format 
that can designate any of a plurality of distributed inputs in the premises automation 
system. 

32. Apparatus for setting an output in a premises automation system, the appa- 
ratus comprising: 

at least one output, the output operable to interface with premises-based 
apparatus; 

means for receiving a packet over a network, the packet formatted to direct 
a change in a state of the output; 
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means for determining, at least in part from the packet, an output identifier 
corresponding to the output, as well as the change in the state; and 

means for setting the output in accordance with the output identifier and the 
change in the state indicated in the packet in order to communicate with the 
premises-based apparatus. 

33. The apparatus of claim 32 wherein the packet is also formatted to direct a 
change in an internal variable associated with an input, and further comprising means 
for updating the internal variable in accordance with an input identifier in the packet. 

34. The apparatus of claim 32 wherein the output identifier is of a format that 
can designate any of a plurality of distributed outputs in the premises automation 
system. 

35. The apparatus of claim 33 wherein the output identifier is of a format that 
can designate any of a plurality of distributed outputs and the input identifier is of a 
format that can designate any of a plurality of distributed inputs in the premises 
automation system. 

36. An input/output (I/O) unit for use in premises automation, the input/output 
unit comprising: 

a processor for controlling the operation of the I/O unit; 
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a plurality of inputs and outputs operatively connected to the processor, at 
least some of the inputs and outputs operable to communicate with premises- 
based apparatus; 

a network connection; and 

a memory connected to the processor, the memory encoded with program 
code to enable the processor to control the operation of the I/O unit to send a 
packet over the network connection in response to a premises-related event, the 
packet being formatted to communicate the premises-related event. 

37. The I/O unit of claim 36 wherein the memory device is further encoded with 
program code that enables the I/O unit to wait for a pre-determined time period dur- 
ing which a reply to the packet is expected, and perform a default action if the reply is 
not received during the pre-determined time period. 

38. The I/O unit of claim 37 wherein the memory device is further encoded with: 
a first data structure including an input identifier associated with the prem- 
ises-related event, wherein the input identifier is of a format that can designate 
any of a plurality of distributed inputs in a premises automation system with mul- 
tiple I/O units; and 

a second data structure defining the default action. 

39. The I/O unit of claim 36 wherein the memory device is further encoded with 
program code to enable the I/O unit to receive an output packet formatted to direct a 
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change in a state of a specific output and set the output in accordance with an output 
identifier and the change in the state specified in the output packet. 

40. The I/O unit of claim 37 wherein the memory device is further encoded with 
program code to enable the I/O unit to receive an output packet formatted to direct a 
change in a state of a specific output and set the output in accordance with an output 
identifier and the change in the state specified in the output packet. 

41. The I/O unit of claim 38 wherein the memory device is further encoded with 
program code to enable the I/O unit to receive an output packet formatted to direct a 
change in a state of a specific output and set the output in accordance with an output 
identifier and the change in the state specified in the output packet. 

42. An input/output (I/O) unit for use in premises automation, the input/output 
unit comprising: 

a processor for controlling the operation of the I/O unit; 

a plurality of inputs and outputs operatively connected to the processor, at 
least some of the inputs and outputs operable to communicate with premises- 
based apparatus; 

a network connection operable to communicate with the processor; and 
a memory connected to the processor, the memory encoded with at least 
one data structure defining input events, and further encoded with program code 
to enable the processor to control the operation of the I/O unit to detect a spe- 
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cific input event by reference to the data structure and to perform an action as- 
sociated with the input event. 

43. The I/O unit of claim 42 wherein the input event is a change at a specific 
external input and wherein the action comprises the sending of a packet over the 
network connection and wherein the packet further comprises an input identifier cor- 
responding to the input event which is of a format that can designate any of a plural- 
ity of distributed inputs in a premises automation system having multiple I/O units. 

44. The I/O unit of claim 42 wherein the input event is a change in a specific in- 
ternal input and wherein the action comprises the setting of a specific output in a 
premises automation system which can have multiple I/O units. 

45. An input/output (I/O) unit for use in premises automation, the input/output 
unit comprising: 

a processor for controlling the operation of the I/O unit; 
a plurality of outputs operatively connected to the processor, at least some 
of the outputs operable to communicate with premises-based apparatus; 
a network connection; and 

a memory connected to the processor, the memory encoded with program 
code to enable the processor to control the operation of the I/O unit to receive, 
over the network connection, a packet formatted to direct a change in a state of 
a specific output that is operable to communicate with premises-based appara- 
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tus and set the specific output in accordance with an output identifier and the 
change in the state indicated in the packet in order to communicate with the 
premises-based apparatus. 

46. The I/O unit of claim 45 wherein the wherein the output identifier is of a for- 
mat that can designate an^ of a plurality of distributed outputs in a premises automa- 
tion system containing multiple, interconnected I/O units. 

47. The I/O unit of claim 45 wherein the packet also comprises an input identi- 
fier and is further formatted to direct a change in a variable associated with a specific 
input corresponding to the input identifier. 

48. The I/O unit of claim 46 wherein the packet also comprises an input identi- 
fier and is further formatted to direct a change in a variable associated with a specific 
input corresponding to the input identifier, and further wherein the input identifier is of 
a format that can designate any of a plurality of distributed inputs in a premises 
automation system including multiple, interconnected I/O units. 

49. A method of controlling an output in a premises automation system, the 
method comprising: 

determining the output and that the output needs to change state in order to 
communicate with premises-based apparatus; 
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assembling a packet including an output identifier corresponding to the out- 
put, as well as the change in the state, wherein the output identifier is of a format 
that can specify any of a plurality of distributed outputs in the premises automa- 
tion system; and 

sending the packet over a network, the packet formatted to direct the 
change in the state of the output to communicate with the premises-based appa- 
ratus. 



50. The method of claim 49 further comprising determining that a variable asso- 
ciated with an input needs to change state, and wherein assembling the packet fur- 
ther comprises the inclusion of an input identifier in the packet, wherein the input 
identifier is of a format that can specify any of a plurality of distributed inputs in the 
premises automation system. 



51 . Apparatus for controlling an output in a premises automation system, the 
method comprising: 

means for determining the output and that the output needs to change state 
in order to communicate with premises-based apparatus; 

means for assembling a packet including an output identifier corresponding 
to the output, as well as the change in the state, wherein the output identifier is 
of a format that can specify any of a plurality of distributed outputs in the prem- 
ises automation system; and 
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means for sending the packet over a network, the packet formatted to direct 
the change in the state of the output to communicate with the premises-based 
apparatus, 

52. The apparatus of claim 51 further comprising: 

means for determining that a variable associated with an input needs to 
change state; and 

means for inclusion in the packet of an input identifier, wherein the input 
identifier is of a format that can specify any of a plurality of distributed inputs in 
the premises automation system. 

53 A computer program product for enabling a computer system to control an 
output in a premises automation system, the computer program product including a 
computer program comprising: 

instructions for determining the output and that the output needs to change 
state in order to communicate with premises-based apparatus; 

instructions for assembling a packet including an output identifier corre- 
sponding to the output, as well as the change in the state, wherein the output 
identifier is of a format that can specify any of a plurality of distributed outputs in 
the premises automation system; and 

instructions for sending the packet over a network, the packet formatted to 
direct the change in the state of the output to communicate with the premises- 
based apparatus. 
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54 The computer program product of claim 53 wherein the computer program 
further comprises: 

instructions for determining that a variable associated with an input needs 
to change state; and 

instructions for inclusion in the packet of an input identifier, wherein the in- 
put identifier is of a format that can specify any of a plurality of distributed inputs 
in the premises automation system. 

55. Processor-controlled apparatus for connection to a premises automation 
system, the processor-controlled apparatus comprising: 

a processor for controlling the operation of the apparatus; 
a network connection; 

at least one storage device operatively connected to the processor, the at 
least one storage device including program code to direct the processor- 
controlled apparatus to determine that an output needs to change state, to as- 
semble and send over the network connection a packet including an output 
identifier corresponding to the output, as well as the change in the state, wherein 
the output identifier is of a format that can specify any of a plurality of distributed 
outputs in the premises automation system. 

56. The processor controlled apparatus of claim 55 wherein the packet further 
comprises an input identifier corresponding to an input for which associated variables 
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are to be updated, and further wherein the input identifier is of a format that can 
specify any of a plurality of distributed inputs in the premises automation system. 

57. An input/output (I/O) unit for use in premises automation, the input/output 
unit comprising: 

a processor for controlling the operation of the I/O unit; 

a plurality of inputs operatively connected to the processor, at least some of 
the inputs operable receive communication from premises-based apparatus; and 

a memory connected to the processor, the memory encoded with program 
code to enable the processor to control the operation of the I/O unit to provide 
virtual inputs through a data structure further comprising: 

a description of a logical relationship; 

a plurality of entries to which the logical relationship applies, each entry 
producing a Boolean result on which the logical relationship operates to produce 
the virtual input, each entry further comprising: 

at least a first input identifier serving as a first operand; 

at least one operator; and 

at least a second operand; and 
a storage bit which corresponds to the virtual input. 

58. The I/O unit of claim 57 wherein the second operand in at least one of the 
plurality of entries is a second input identifier. 
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59. The I/O unit of claim 57 wherein the second operand in at least one of the 
plurality of entries is a stored value. 

60. The I/O unit of claim 58 wherein the second operand in at least one of the 
plurality of entries is a stored value. 

61 An input/output (I/O) unit for use in premises automation, the input/output 
unit comprising: 

a processor for controlling the operation of the I/O unit; 

a plurality of inputs operatively connected to the processor, at least some of 
the inputs operable to receive communication from premises-based apparatus; 
and 

a memory connected to the processor, the memory encoded with program 
code to enable the processor to control the operation of the I/O unit to provide 
virtual inputs by producing a plurality of Boolean results, one Boolean result for 
each of a plurality of entries, each entry further comprising at least a first input 
identifier and applying a logical relationship to the plurality of Boolean results to 
produce the virtual input. 

62. The I/O unit of claim 61 wherein at least one of the plurality of entries further 
comprises a second input identifier. 
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63. The I/O unit of claim 61 wherein at least one of the plurality of entries further 
comprises a stored value. 

64. The I/O unit of claim 62 wherein at least one of the plurality of entries further 
comprises a stored value. 
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